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Consideration of privacy is crucial when sharing a database that contains personal information with other organizations.
Many organizations have utilized personal information while realizing the importance of personal privacy protection by
anonymizing personal information according to existing indicators, such as /-diversity. However, if a database containing
certain personal information holds similar sensitive attribute values, there is a possibility that de facto diversity is not satis-
fied, even if anonymization is performed to satisfy /-diversity. In this research, we propose (/, d)-semantic diversity that is
able to consider more actual diversity to solve the problem of not being able to satisfy de facto diversity with the existing
indicator. We also propose an anonymization algorithm and analysis algorithm suitable for the proposal indicator, and we
conduct evaluation experiments.
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Algorithm 1 Anonymization protocol for record r
Input: Domain of a sensitive attribute S, Privacy level [

and d

Output: Set of anonymized sensitive values for record r

Create set r
/*Adds original sensitive attribute®/
R < {E(n)}
/*Adds dummy sensitive attributes*/
fori=1,---,(I—-1)do
R & R U rand(S \ {dist(d,R)})
end for

return R
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Algorithm 2 Analysis protocol
Input: Reported sets, category size F, database size N,

parameters [ and d
Output: Distribution of true categories
fori=1,--- ,Fdo
F; & size of dist(d, {a;})
if a; ¢ dist(d, a;) then
qij) = (U-1D/(F-F)
else
9. =0
end if
end for
X; « gauss(w; = x; + Zk# G, j) * xx) for all i
/*Calculate Simultaneous Equation*/

return 5;(i=1,---,F)
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=1 ¢ dist(d, a;
i (aj ¢ disi(d,a;)) @

0 (otherwise)
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ZLTWS., HIZIEHBELI—FN500 G WS+t
VYT 4 TEMEEEEREL CWESEE, d=3 251,

300 JFLAE 700 JiIBL R DfEZ RV WO hd ot v Y
T4 TEMEEL D X I—NENINS.
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Original Proposal Existing Simple

7 adultdataset IS HEER NI T A

7 EERER

7.1 REER

9, ERAERLEZTF—ZEy MzxtLTBZ
2o T MEFEROMEREZ RS, B3 IFFENT—X &y
FEAVIFNTF=RE LT, AVVFILT—XDL
AN I L, BTV ZLCEVHEH XN
AN TN, BRIDICE DI NAEZL AT S
LTHD. ARIZLT, M4 ERkT—22y b &4
VIFNT—=RE LT, ECANTTLTHS. LA
NS LITBTA xle yEEE Y YT« TR
DR FlpE T NTNERLTE Y, WMDERE R
LTW5., FEHIZ 10T 0HELTEY, K30k
VYT 4 TR ICD 2B B A D2 & R
LT I9IZHME, M40y yTa 7@ 100 5
FILATR, 200 HFEAF,---,1000 FFHELF, 1500 J5 F9 8k
T, 2000 LA, 2500 AR, 2500 HHEAEE U
TW5.

7, M7V TY XL L BRI MSE &, B
Mo, WEHFEFIRICIC & B HEHIO MSE % ik
DT FEFUFIRDOK 5, M6 DL ST o7z.

YRIZ adult data set (2% U CTH 72 - 7= MREFERR 125
TAERE RS, BETLIT) XL ERWTELL
7= adulta data set (Z%f L C, EEd& FMRIZKREEER %
B I o7z. X 51T adult data set (ZX L T Mondrina
ERHELUZEALEITY, D EBZho7z. LD
438D DFEEIZN LT MSE %R 7R 2RISR T
T, BEFEODN, BGEFEOSN, BilSH
DEEOEAAIE 2,4)-HERN L 273 L 5108
ZRbNTWSAY, Mondrian 1% (I, d)- BRI Z T
7L, LR iE-TH D, 2% R T &
SIEALEB I o TWS. 2, MTIEENTh

D/FIZE D IEREI NI AN TS LTHS.

MSE (Proposal) :  1.0899 x 107*

MSE (Existing) :  1.8748 x 107

MSE (Simple) :  3.0421 x 107*

MSE (Mondrian: 2-diversity) :  0.7499 x 10~

7.2 ER

M3, M4 X0EBELEZAMHT VTV ZLIZEST
HMENFZE AN TLANTDL AN T LITEKD
HULTWBZ e 2bh b, Bl ZIFEMOH OFHRIX
SRS N TE Y, FEMENLTLE->TW
ZPRETIEICE D AN T T LXK 22 MY £
TLoMD 2HE->TW5.,

7z, M5 6D 7X0RET LI L
DERHBEENNI W DB TE 5. WEFTED
MSE {EAHA D MSE i &k b & KEWE DF
£ 2B E LT, BEAFEMRSFLOS TV T XL IEEE
R DELAT N IY ZLMELTE D, SEOE
ATV T ZLAZBTUHHELTWEEEXTH
WEERIZR B IRAETER WA S TH S, P EOHEN
SELAT NI XLz, BEfbT L3 X LI
WUZH TN TV XLABRETAREL VWS HED
R TE 5.

adulta data set (25§ 9 BMEEERDFERIZH T, 2
ZF7%:D MSE % Mondrian ® MSE & D & K& WEHK
& LT, Mondrian & (I, d)-ZHRMEIZIERE> TV WP
5THD. TIANULEEENE T — X DEHM
FLU—FAT7DBRTH Y, TIA NV IR#EREEL
TWVWAREFIED HDVRAENKEN. ULr LR S,
LT L Mondrian ® MSE D2 I3/NE L, RETF
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WRINZERIEIX A T TV DS EHRI N Y VT 1
TEMER O d %, BET 52 LI & 0 MR
ZRREE TR TV 5.

Tz, BRERECES 2K I —BMTEEHWE
HAET N T RLDRERTRET VT ) X LIZ5E
Uzt 70 3D XL DREE T\, WEEFEBROKE
RO RBEINZFEMENT VD I L 2R .
AR XIZB T2 REZHHET H72DITIRD & S 72H
HRdiFonsd., (1) ELY YT+ TEMEEA~DHE
IS, (2) X0 EWHERIT LT ) X LADERE. 3)ELNT
TANIADEM., B ED &S iz HE LT,

Bt B R WF 421X ISPS Bl BF Z JP16K12411,
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