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Many modern malware programs execute operations to hinder analysis (anti-analysis operations). Examples
of them are sandbox detection and execution of long sleeps. Although the methods to achieve anti-analysis
operations have been extensively studied, only insufficient knowledge has been obtained about the quanti-

tative trends of anti-analysis operations executed by real malware. In this paper, we present quantitative
trends of anti-analysis operations executed by recent malware. For example, we clarify what proportion of
malware programs execute each particular class of anti-analysis operations.
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polymorphic virus or a ransomware

20 | Attempts to detect Cuckoo Sandbox through the presence of a file

Checks amount of memory in system, this can be used to detect virtual
machines that have a low amount of memory available

Creates executable files on the filesystem

The binary likely contains encrypted or compressed data.

One or more potentially interesting buffers were extracted, these generally
contain injected code, configuration data, etc.

Installs itself for autorun at Windows startup

Collects information to fingerprint the system

(MachineGuid, DigitalProductId, SystemBiosDate)

15 | The executable has PE anomalies (could be a false positive)

16 | One or more of the buffers contains an embedded PE file

Queries the disk size which could be used to detect virtual machine with

This sample modifies more than 5 files through suspicious ways,
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- Queries for the computername

low amount of memory available

- Tries to detect VirtualPC

- Detects the presence of Wine emulator
00O signature
- This executable has a PDB path

code, configuration data, etc.

- Creates executable files on the filesystem
- Creates a suspicious process

- Attempts to modify browser security settings
- Generates some ICMP traffic

- A process attempted to delay the analysis task.

- Looks for the Windows Idle Time to determine the uptime

- Checks the version of Bios, possibly for anti-virtualization

- Detects virtualization software with SCSI Disk Identifier trick(s)
- Detects VirtualBox through the presence of a file

- Detects VirtualBox through the presence of a registry key

- Checks amount of memory in system, this can be used to detect virtual machines that have a

- Detects VMWare through the presence of various files
- Detects VMWare through the presence of a registry key
- Detects Virtual PC through the presence of a registry key

- Collects information to fingerprint the system (MachineGuid, DigitalProductId, SystemBiosDate)
- One or more potentially interesting buffers were extracted, these generally contain injected

- Allocates read-write-execute memory (usually to unpack itself)

- Tries to locate whether any sniffers are installed

- The binary likely contains encrypted or compressed data.
- One or more of the buffers contains an embedded PE file
- Installs itself for autorun at Windows startup

- Executed a process and injected code into it, probably while unpacking
- Connects to IP addresses that are no longer responding to requests
(legitimate services will remain up-and-running usually)
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